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Ostrom Workshop 
• Programs 
• – (Environment &) Natural Resource Governance 

– Commons Governance 
– Cybersecurity & Internet Governance 
– Information & Data Governance 
– Political Economy 

• Affiliates – 300+ in total 
• Working Groups (20+) 

• Polycentricity 
• Space Governance 
• Artistic Inspiration & the Commons 

• Conferences & Events 
• Memorial Lectures 
• Smart Cities 
• Workshop on the Ostrom Workshop (WoW) 

• Visiting Scholars 
• Ostrom Fellowships 
• Research Awards 
• Seed Grants 



DATA: WHY IS IT AN ISSUE 
SECTION 1 
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Corporations 
• Chances are good, you have a ton of data 
• And you might have a data management 

plan, then again - you might have Tom…. 
• But everyone knows - you want to make 

‘data driven decisions’ 
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So…. 
• Its not REALLY (usually) about who owns the 

data. It’s about: 
– WHO has CONTROL of the data 
– WHAT RESPONSIBILITY goes with that 

control 
– (and sometimes, it might be about who 

owns it….) 



DATA 101 
SECTION 2  
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Emerging Data Subjects 

data 
marketers 

h ttp://www.ftc.gov/bcp/wo rks h ops/ p rivacy ro undtables/ per son a lDataEcosystem .pdf 

l nclih,tdu,ab 

A series of data stewards , custodians , and curators are producing, 
consuming and brokering data products forming a far more complex 
value making chain than in traditional enterprise or scientific contexts 

111 INDIANA UNIVERSITY 

DATA is EVRYWHERE 
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Sometimes-
• Sometimes, it might be about who owns it…. 
• Because- if you OWN it- you can 

– sell it, 
– license it, 
– share it, 
– limit its use, 
– And, of course it then often time HAS 

VALUE 
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And there are LAWS: FEDERAL LAW 
• The United States doesn’t have a singular law 

that covers the privacy of all types of data. 
Instead, it has a mix of laws that go by 
acronyms like HIPAA, FCRA, FERPA, GLBA, 
ECPA, COPPA, and VPPA. 
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As with the national laws, there 
are state-level laws that carve 
out coverage of individual 
aspects of data privacy. 
Missouri has ebook privacy 
rules. The Illinois Biometric 
Information Privacy Act (BIPA) 
gives people privacy rights over 
their biometric data, such as 
their fingerprint or face scans. 
When it comes to data-breach 
notifications, it’s particularly 
hard to know your rights, with at 
least 54 different laws that vary 
by region. 

https://www.ncsl.org/research/telecommunications-and-information-technology/state-laws-related-to-internet-privacy.aspx
https://revisor.mo.gov/main/OneSection.aspx?section=182.817&bid=9243&hl=
https://www.aclu-il.org/en/campaigns/biometric-information-privacy-act-bipa
https://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx
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But note: 
• These laws restrict the way you 

– Gather, 
– Use, 
– Share, 
– Aggregate, 
– Store, and 
– Retain 

• THEY DON’T CARE IF YOU OWN IT- it’s 
about you CONTROLING IT 



A Modern USE: AI Strategies and 
Themes 

SECTION 3 
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March: April: May: 
France's Al Communication Australian 

Strategy on Al Budget 

May:AI 
R&D 

Strategy 

June: Fall 2018: 
National Germany's Al 

Strategy for Al Strategy 

National AI Policies & Strategies in 2018 

Source: Tim Dutton, “An Overview of National AI Strategies,” Medium (2018), https://medium.com/politics-ai/an-overview-of-national-ai-strategies-2a70ec6edfd 

https://medium.com/politics-ai/an-overview-of-national-ai-strategies-2a70ec6edfd
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National AI Policies & Strategies Today 

Source: OECD.AI (2020), powered by EC/OECD (2020), STIP Compass database, https://oecd.ai. 

https://oecd.ai/
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*** * * * * 
** * ** 

“Automation outcomes are not pre-
determined but are shaped by the policies
and choices we make.” 

Michel Servoz, The Future of Work? Work of the Future! On how Artificial Intelligence, Robotics and 
Automation are Transforming Jobs and the Economy in Europe, EU COMM’N, at 3 (2019). 

INDIANA UNIVERSITY BLOOMINGTON 
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National & Regional 

• United States 
• European Union 
• China 
• Singapore 
• Others (41) 

International 

• OECD 
• G20 
• UN 
• World Economic 

Forum 

Private Initiatives 

• Companies 
• Academia 
• Non-profit 
• Civi I Society 
• Collaborations 

Current AI Governance Efforts 

INDIANA UNIVERSITY BLOOMINGTON 
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Private Sector Initiatives 
Accenture Ethical Framework for Responsible AI and Robotics 
Google Google’s AI Principles 
IBM Everyday Ethics for Artificial Intelligence; Principles for Trust and Transparency 
Intel AI Public Policy Principles 
Microsoft Microsoft AI Principles 
Academic Initiatives 
Harvard University Ethics and Governance of Artificial Intelligence 
Peking University, Tsinghua Beijing AI Principles (published in collaboration with the Chinese Academy of Sciences and others) 
University 
Stanford University 100 Year Study on AI 
University of Montreal Montreal Declaration for A Responsible Development of AI 
University of Oxford Government AI Readiness Index 
Nonprofit and Collaborative Initiatives 
ACM Statement on Algorithmic Transparency and Accountability 
FATML Principles for Accountable Algorithms and a Social Impact Statement for Algorithms 

Future of Life Institute Asilomar AI Principles 
IEEE Ethically Aligned Design; Ethical Aspects of Autonomous and Intelligent Systems 
OpenAI OpenAI Charter 
Partnership on AI Tenets of the PAI to Benefit People and Society 
Public Voice Coalition 12 Universal Guidelines for the Development of AI 

INDIANA UNIVERSITY BLOOMINGTON 
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I Survey of AI Principles 

Google’s AI Principles Beijing AI Principles IEEE 
Be socially beneficial. Do good Human rights 
Avoid unfair bias. For humanity Well-being 
Safety Be responsible Data Agency 
Accountability Control risks Effectiveness 
Privacy by Design Be ethical Transparency 
Scientific Excellence Be diverse and inclusive Accountability 
Availability Open and share Awareness of Misuse 

Competence 

INDIANA UNIVERSITY BLOOMINGTON 



A Modern Issue: Cybersecurity 

SECTION 4 
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Striking oil 
United States 

Ransom payments, $'000 

- Average - Median 
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Defining the Cyber Threat 

• Expanding – Internet of (Every)thing 

To Companies 
• Cyber Attacks are Costly – 

ransomware cost per incident was 
$178,254 in 2020 (Gartner) 

• Widespread – Phishing attacks 
increased by 11% during the 
pandemic (Verizon) 

• Easy – malware is freely accessible 
on both the common and deep web 
for as little as $70 (TechRepublic) 

To Countries 
• Fear of “Electronic Pearl 

Harbor” (overblown?) 
• Protecting critical national 

infrastructure 

23 

https://searchsecurity.techtarget.com/news/252489235/Gartner-Paying-after-ransomware-attacks-carries-big-risks
https://www.verizon.com/about/news/verizon-2021-data-breach-investigations-report
http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
https://www.techrepublic.com/article/how-much-malware-tools-sell-for-on-the-dark-web/
https://www.youtube.com/watch?v=MK0SrxBC1xs
http://arstechnica.com/security/2016/05/how-a-security-pros-ill-advised-hack-of-a-florida-elections-site-backfired/
https://www.shodan.io/
http://www.bbc.co.uk/news/technology-16754276
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To your knowledge, has your 
organization experienced a successful 
cyber incident in the past three years? 

111 INDIANA UNIVERSITY 

■ No 

■ Yes 

No response 

State of Hoosier Cybersecurity 2020
Snapshot 

• Fewer organizations in critical 
infrastructure sectors reported 
successful cyber attacks than 
non-critical infrastructure 
organizations 

– About 13% of critical 
infrastructure organizations 
reported successful attacks 

– About 28% of non-critical 
infrastructure organizations 
reported successful attacks 
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State of 
Hoosier 
Cybersecurity 
2020 
December 2020 

l'reparedfor 
Indiana Executive Council on Cybersecurity 
By 
Kelley School of Business, Indiana University 
Indiana Business Research Center 
Anne Boustead JD, PhD (University of Arizona), Scott Shackelford JD, PhD (Indiana 
University) 
Spccia!thank.slOJayBhatiaandEricSpenccrfortbcirinvalu.ablcTCScarch supp::,rtinlhisJ)TI)je<:1.Wewouldalso 
like10lhankthcanonymousrespondentswhopanicipa1edinoursurveyonbchalfofiheirorganiz111ions,and10 
Steph('IIVina,andProfc,;i;,;,rsAsaflubinandAngicRaymondforlheirbclpfulcommenuandsuggcsrions 

l'!'l'I CYBERSECURITY ffl'I OSTROM WORKSHOP 
U P!!OGRAM u 
m @ 

Most Indiana Organizations Report 
Taking Steps to Prevent Cyber Incidents 

• Just over 91% of organizations surveyed said they had taken 
some steps to prevent cyber incidents 

• Slightly more critical infrastructure organizations said they had 
taken steps to prevent cyber incidents, when compared to non-
critical infrastructure organizations 

– About 94% of critical infrastructure organizations reported 
taking cyber incident prevention steps 

– About 88% of non-critical infrastructure organizations 
reported taking cyber incident preventions steps 
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risk insurance access to change software 
passwords 

Steps Taken to Prevent Cyber 
Incidents 



  
  

KELLEY SCHOOL OF BUSINESS 

0.6 ----------------------------------------

Too expensive Too difficult Unsure how to do Not a high priori!¥ Perceived to be Our organization Other Not sure 
it ineffective is not at risk 

111 INDIANA UNIVERSITY 

Reasons why organizations did not 
take preventative steps 
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toolbyarrrrop.com 

Uncertan 197 

Experi'nental 7 

■ Announced 1 

■ Partial Operation 6 

■ Operatbnal 35 

DNSSEC Deployment Growth 
presented by Steve Crocker@ ICANN Cartagena Dec 2010 

Managing Cyber Attacks 
Technical Vulnerabilities 

– Hardware 
• Secure Supply Chains 
• “Trust but Verify” 

*Source: www.aronsonblogs.com 
– Protocols 

• Ex: DNS 
• Importance of DNSSEC 

– Code 
• Improving Accountability 
• Liability Issues 

– Users 
*Source: www.techbyte.pl 

http://www.techbyte.pl/index.php/news/1582/Domena_PL_zabezpieczona_przed_falszerstwami.html
http://www.aronsonblogs.com/gcsg/?p=2176
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Private-Sector Cybersecurity 
Best Practices 

• Summary: Be proactive and invest in built-in cybersecurity 
best practices from the inception of a project. 

• Technology 
– Encrypt Data (at rest and in transit) 
– Biometrics & Deep Packet Inspection 

• Investments 
– Average: >10-15% of IT budgets 
– Cybersecurity as CSR 

• Organization 
*Source: www.wizilegal.com 

– CISO Savings 
– Audit Training Programs & Penetration Testing 

http://www.wizilegal.com/
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'1T]he cyber threat cannot be 
eliminated; rather, cyber risk must 
be managed." 

Former Director of National Intelligence James R. 
Clapper 

Worldwide Cyber Threats Testimony, Sep. 10, 2015 

111 INDIANA UNIVERSITY 

3 
1 
26 January 2022
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Throwing Money at the Problem 
• U.S. Private Sector Spending on Cybersecurity -

$102 billion by 2020 (a 38% increase from 2016) 
• U.S. Public Sector Spending on Cybersecurity -

$28 billion in 2016 (compared to $7.5 billion in 2007) 
• How much is too much? According to the Gordon-

Loeb theory, the optimal amount is 37% of the 
projected loss. 
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Sustain.ability 
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Investigating Analogies: 
Cybersecurity as Social Responsibility 
• Problems: Is there a tragedy of the cyber commons? 

Putting it another way, is there a market failure here? 
Where does cost-benefit analysis fall short? 

• Idea: Measure impact of a firm’s operation on the broader 
Internet ecosystem. 

• Some Applicable Tools: 
– Integrated Reporting 
– Certificate Programs 

*Source: www.keepoklahomabeautiful.com – Environmental Law Analogies 
• Drawbacks? 

http://database.globalreporting.org/
http://www.cyberessentials.org/
www.keepoklahomabeautiful.com
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Why is Deterring Ransomware Attacks 
So Challenging? 

• U.S. Federal Efforts 
– Federal Trade Commission 
– NIST Cybersecurity Framework 
– Role of CISA 
– Recent Exec Orders 
– Cryptocurrency & IoT Regulation 

• State-Level Efforts 
– States of Emergency & New State Laws 

(“Reasonableness”) 
• Civil Society 

– Consumer Reports Digital Standard 
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= SECURITY 
A GUIDE FOR BUSINESS 

H:O,RAL TRADE COMMISSION I RUSINESS FTC GOV 
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FTC Cybersecurity Best Practices 
1. Start with Security 
2. Compartmentalize Access to Data 
3. Require Secure Passwords & Authentication 
4. Store/Transmit Personal Info Securely 
5. Segment & Dynamically Monitor Networks 
6. Secure Remote Access 
7. Cybersecurity-Awareness Training 
8. Ensure Security of Service Providers 
9. Regularly Update Security Practices 
10. Secure Paper, Physical Media & Hardware 
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*Source: welivesecurity.com 

Negligence and the NIST
Cybersecurity Framework 

• 2013 State of the Union Address 
– Focus on cyber threats to nation’s critical 

infrastructure 
• Executive Order 13636: Improving Critical

Infrastructure Cybersecurity 
– Increase information sharing 
– Ensure privacy and civil liberties protections 
– Develop a voluntary Cybersecurity Framework 

• CISA Ransomware Role & Resources 

https://hbr.org/2014/04/aggressive-and-persistent-using-frameworks-to-defend-against-cyber-attacks
https://www.youtube.com/watch?v=JUDSeb2zHQ0
https://www.cisa.gov/stopransomware/fact-sheets-information
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The Wider View: Global 
Approaches to Securing Critical 

Infrastructure 
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What is ‘Critical Infrastructure?’ 
• How is it defined? Is this evolving? 
• What regulatory requirements come along with 

the designation? 
• What powers should governments have in 

protecting critical infrastructure? Are these too 
narrow, or too broad? 

• If everything is ‘critical,’ is anything? 
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EU Cybersecurity Policy 
• National Cybersecurity Initiatives 

– Ex: UK 
• New EU Cybersecurity Strategy (Feb. 2013) 

– Notify national authorities of “significant” 
cyber attacks 

– Regulate CNI as well as Internet companies 
– Impose liability even with outsourcing 

• NIS Directive / General Data Protection Reg. 

https://www.youtube.com/watch?v=_ZpP8AnEbCE
https://www.youtube.com/watch?v=1xy_afgALSI
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GDPR Top-10 Operational Impacts 
1. Cybersecurity & Data Breach Requirements 
2. Mandatory Data Protection Officer 
3. Consent 
4. Cross-Border Data Transfers 
5. Profiling 
6. Data Portability 
7. Vendor Management 

*Source: IAPP 
8. Pseudonymization 
9. Codes of Conduct & Certifications 
10. Consequences of Non-Compliance 

https://iapp.org/resources/article/top-10-operational-impacts-of-the-gdpr/
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0 ) Personal information 
protection 

II Network 
operators 

El ) 
Preservation of 
sensitive information 

) 
Certification of 
security products a 

111 INDIANA UNIVERSITY 

The Cybersecurity Law clearly states requirements for the 
collection, use and protection of personal information. 

The Cybersecurity Law frequently mentions the protection of 
"craical information infrastructure". 

"Network operators" are the owners and administrators of 
networks and network service providers. The Cybersecurity 
Law darifies operators' security responsibilities. 

The Cybersecurity Law requires personal 
information~mportant data collected or generated in China to 
be stored domesticaly. 

Craical cyber equipment and special cybersecurity products 
can only be sold or provided after receiving security 
certifications. 

Enterprises and organisations that violate the 
Cybersecurity Law maybe fined up to RMB1 ,000,000. 

Highlights of China’s Cybersecurity Law 

*Source: KPMG 
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Private-Sector 
Partnershp 

New Regulation International 
Cooperation 

R&D Certificati:>n 

Critical Infrastructure Dimension Summary
Chart 
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Proposing a National Cybersecurity 
Safety Board 

• Idea: Why not create an NTSB for cyber 
attacks? 

• Op-Ed Version: 
https://theconversation.com/what-
cybersecurity-investigators-can-learn-from-
airplane-crashes-91177 

https://theconversation.com/what-cybersecurity-investigators-can-learn-from-airplane-crashes-91177
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Fixing an Internet of Broken Things 
1. Deeper cooperation both within and between 

IoT sectors 
2. Develop standards for IoT devices using the 

NIST CSF and CPS as guides 
3. Promote flexible, guidance-driven frameworks 

to promote resilience, including in supply 
chains 

4. Use government contracting as a mechanism 
to promote cybersecurity due diligence 

5. Boost FTC and SEC resources to go after bad 
actors and enforce reporting requirements 

https://www.csmonitor.com/World/Passcode/Passcode-Voices/2016/1026/Opinion-How-to-fix-an-internet-of-broken-things
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Unpacking “Cyber Peace” 
Vatican’s Pontifical Academy of Sciences Erice 

Declaration on Principles for Cyber Stability and 
Cyber Peace 

1. All governments should recognize that international law guarantees individuals the free flow of information and ideas; 
these guarantees also apply to cyberspace. Restrictions should only be as necessary and accompanied by a process for legal 
review. 

2. All countries should work together to develop a common code of cyber conduct and harmonized global legal framework, 
including procedural provisions regarding investigative assistance and cooperation that respects privacy and human rights. All 
governments, service providers, and users should support international law enforcement efforts against cyber criminals. 

3. All users, service providers, and governments should work to ensure that cyberspace is not used in any way that would 
result in the exploitation of users, particularly the young and defenseless, through violence or degradation. 

4. Governments, organizations, and the private sector, including individuals, should implement and maintain comprehensive 
security programs based upon internationally accepted best practices and standards and utilizing privacy and security 
technologies. 

5. Software and hardware developers should strive to develop secure technologies that promote resiliency and resist 
vulnerabilities. 

6. Governments should actively participate in United Nations’ efforts to promote global cyber security and cyber peace and 
to avoid the use of cyberspace for conflict. 
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Recognized Cyber Norms 
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Key Stakeholders, Organizations & Initiatives 
Stakeholders 

– UN 
– Governments 
– Think Tanks 

• Atlantic 
Council 

• Brookings 
– Companies 

• Microsoft 
• Raytheon 

– Foundations 
– Civil Society 
– Academia 
– Users 

Organizations 
– Cyber Peace 

Initiative 
– Cyberpeace 

Institute 
– Cybersecurity 

Tech Accord 
– Online Trust 

Alliance 
– Global 

Commission on 
the Stability of 
Cyberspace 

– Cyber Peace 
Foundation 

Initiatives 
– UNGGE 
– G7 
– G20 
– Paris Call 
– Christchurch Call 
– ITU Global 

Cybersecurity 
Index 
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	All users, service providers, and governments should work to ensure that cyberspace is not used in any way that would result in the exploitation of users, particularly the young and defenseless, through violence or degradation. 
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